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HTTP Basic/Digest Authentication Configuration:

<web-app>
<login-config>

<authrmethod>BASIC|DIGEST</autimethod>
<realmname>jpets</realmame>

</login-config>

</web-app>

FormBasedAuthentication Configuration:

<web-app>

<login-config>
<authrmethod>FORM</autimethod>
<form-login-config>
<form-login-page>login.jsp</formogin-page>
<form-errorpage>error.jsp</forrerrorpage>
</form-login-config>
</login-config>

</web-app>

Client Certificate Authentication Configuration:

<web-app>

<login-config>

<authrmethod>CLIENFCERT</authmethod>

</login-config>

</web-app>
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[-1nitialize()
- Login()

NameCallback nameCB = new NameCallback ( "Username ") ;
PasswordCallback passwordCB = new PasswordCallback ( " Password" ,

Callback [ ] callbacks = new Callback { hameCB, passwordCB } ;
callbackHandler . handle ( callbacks) ;

- Commit ()
public boolean commit ()

{

if (userAuthenticated )
{
Set groups = UserService . findGroups (username ) ;
for (I teratoritr=groups.iterator () ;itr.hasNext();
{
String groupName = ( String ) itr. next () ;
UserGroupPrincipal group = new UserGroupPrincipal (GroupName)
subject . getPrincipals () .add( group ) ;

}

UsernameCredential cred = new UsernameCredential (username ) ;
subject . getPublicCredentials () .add( cred ) ;

}
}
.~Abort ()
Uev ¢v atwenAv vz ) %uCOYCHY
)t %A twa€év alwzyl

.-~ Logout ()
public boolean logout ()

{
if (! subject . isReadOnly () )

{
Set principals = subject . getPeipals ( UserGroupPrincipal . class ) ;
subject . getPrincipals () . removeAll ( principals ) ;
Set creds = subject . getPublicCredentials (UsernameCredential . class ) ;
subject . getPublicCredentials () . removeAll ( creds) ;
return true ;

}

else

{

return false ;

}

}

LoginContelzwé&bqgraAl) U6 wodgiChcCoht ex BEWEDABRAA - A&dj (0cCéa
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<formsloginUrl="Restrictedlogin.aspx"

protection="All"
requireSSL="true"

timeout=! ®b 9 ¢

name="AppNameCookie"
path="/FormsAuth"
slidingExpiration="true" />

)L AES®BLiveed AVvVA, £y ¢v wavCi
YLAE ty°o 0 ¢Av Vo,

Y°Ewz woil é& wawegiWwaia
) L AE < Calewdeeaidivipeyl >,

Custoleéry wz ¢! 3%a& ¢v Y%zv

<securityconstraint>
<web-resourcecollection>
<webresourcename>placeordefwebresourcename>
<url-pattern>/control/placeorder</golattern>
<http-method>POST</htymethod>
<http-method>GET</httgmethod>
</webresourcecollection>
<authconstraint>
<role-name>customer</roleame>
</authconstraint>
</securityconstraint>

Enterprisebean ¢ 6 wi v ¢w

<methodpermission>
<role-name>admin</rolmame>
<method> 0 a b i
<ejb-name>TheOrder</ejhame>
<methodname>*</metho¢hame>
</method>
</methodpermission>
<methodpermission>
<role-name>customer</roleame>
<method>
<ejb-name>TheOrder</ejhame>
<methodname>getDetails</methetame> WO 9
</method>
<method>
</methodpermission>

CA %o A

JAASAC Y %A
JSSE, v &1t

One-Way SSL Authentication:

Hashtable env = new Hashtable();
env.put(Context.INITIAL_CONTEXT_FACTORY,
"weblogic.jndi.WLInitialContextFactory");
env.put(Context.u:m/\@bi’ogicij’R(Q)lJ;RL, it
env. put (Context. SECURITY_PRI NCI PAL,
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env.put (Context. SECURITY_CREDENTI AL
ctx = new InitialContext(env);

Two-Way SSL Authenticaiton Between Server Instances:

FilelnputStream [] f = new FilelnputStreanj|

frl1 = new FilelnputStream(fidemokey. pe
fi/] = new FilelnputStream(fidemocert.
fL,. = new FilelnputStream(fica. pemo) ;

Environment e = new Environment ();

e. set Pr oy s/serverUibiblogié.com: | 0,) ;
e.setSSLClientCertificate(f);

e.set SSLSer v e rweaneo(gh sce rcvoemod ) ;

e.set SSLRoot CAFg digeeT pr)aiggw,fegsq, i afc 0) ;
e.setlnitialContextFactory
(Aweblogic.jndi.WLInitial ContextFac
Context ctx = new InitialContext(e.getPropestp

YL 1 %A 6waYv y ACAEP.yMBibAE CE b 9 ¢

)L AE<A@ €W p & e

The ASP.NET worker process runs as ASPNET:

<processModel username="machine"
password="AutoGenerate" />

The custom accourfif used) is least privileged. 1 3/ |
The custom account credentials are encrypted in the registry: ®b9¢ aciv /a
<processModel
userName="registry:HKLNMSOFTWARRBY ourApp\
procestASPNET_SETREG,userName"
password="registry:HKLNSOFTWARBYourApp\
procestASPNET_SETREG,password"/>

Impersonation identities are encrypted in the registry:

<identity impersonate="true" db9o¢ ¢C
userName="registry:HKLNMSOFTWARRBY ourApp\
identit\ASPNET_SETREG,userName"
password="registry:HKLNSOFTWARBYourApp\
identith\ASPNET_SETREG,password"/>

)y ¢Av ASv.AN®aAC & AZEy ¢ C

Pl
Q)

<sessionState mode=00Off A [ > ¢DCI§
) L AE AgPStat@la * Ewzawo éw~ Az CAy ®b 9 ¢
)L AE ¢®nwoyAu% °éwz +=yAd | %A

Yy Ew{y | %& EASPNet¢ 0 WE Nt A

) © z BH A VACAYEE vad ii A § db9¢

) © y A BysténéWeb.EittpForbiddenHandigrz  © ¢ wz ob9¢ AYAp U I
d

YL %A 6wb& %Ca xy Debughtimdg db9 ¢ 5

(p))
(@]
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<httpHandlers> avw ¢
<add verb="*" path="*.soap" ®b 9 ¢
type="System.Web.HttpForbiddenHandler"/> o1
<add verb="*'path="*.rem" 2y
type="System.Web.HttpForbiddenHandler"/>
.</k.1tt|.oHandIers>
51 AE 6wba& % g N
OWPa T bbog € %Co 2
<trace enabled=6falsed | ocal Only=06true
yoCewaeyUdARx vAam °CyvAEfE Cu xy ¢
Application 1 Application 2
Security Roles Allowed to Access Methods
EJB 1 Method i
EJB 2 Method
Manager Manager
Manager
JEE C®Ci Af CA%cAr30®™EpPiI jwiuCUpE Ay A
) o &ar QudEE/ B v ¥z Yawi CA%uo AT o6%opi a
Authorization Decisions
Call Call Dispatched? |isCallerInRole?
User1-EJB 1 |yes true
User 1 -EJB 2 |yes false
User 1 -EIB 3 |no never called
User2-EJIB 1 |yes false
User2-EJB 2 |yes true
User2-EJB 3 |yes true
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) ¢ Av ac°
Password
oEC Web App Vulnerabilities
saL Qver privileged accounts Network
Injection Weak input validation Eavesdropping
Perimeter Internal
* Firewall Firewall
Browser > N
Web App I > Database
P > ®
= \l-
Unauthorized

Network Vulnerabilities

External Access Failure to block SQL ports

Configuration Vulnerabilities
Over privileged service account
Weak permissions
No certificate
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